Abstract: This paper presents a thorough study of radiation effects on a frequency synthesizer designed in a 0.18 µm CMOS technology. In CMOS devices, the effect of a high energy particle impact can be modeled by a current pulse connected to the drain of the transistors. The effects of SET (single event transient) and SEU (single event upset) were analyzed connecting current pulses to the drains of all the transistors and analyzing the amplitude variations and phase shifts obtained at the output nodes. Following this procedure, the most sensitive circuits were detected. This paper proposes a combination of radiation hardening-by-design techniques (RHBD) such as resistor-capacitor (RC) filtering or local circuit-redundancy to mitigate the effects of radiation. The proposed modifications make the frequency synthesizer more robust against radiation.
Introduction
Wireless sensor networks (WSN) are used in a large number of applications due to their known properties such as low cost, low power consumption, small size, flexibility, etc. This has been possible thanks to the use of complementary metal-oxide-semiconductor (CMOS) technologies that, although responsible for most of the mentioned advantages, have the disadvantage that they are very sensitive to environmental radiation. This limits the use of WSN in sectors such as aeronautics, space or nuclear power plants.
When a high-energy particle hits a semiconductor device, it produces a single event effect (SEE) [1, 2] . This can be reduced with shielding materials, but at the expense of an increase in the weight of the sensor node, which prevents its application in sectors where weight is important, such as aeronautics or satellites. One way to solve these problems is to make electronic components and systems resistant to damage or malfunction caused by ionizing radiation, a technique commonly called radiation hardening-by-design (RHBD) [3] .
There are different types of SEEs, which are classified depending on the effects they can produce on the circuits [2] . This paper focuses on single event transient (SET) and single event upset (SEU). SETs occur when a particle impacts near or through a PN junction creating a transient pulse [4] . This temporary voltage or current disturbance at a circuit node produces amplitude variations and phase shifts that worsen the signal-to-noise ratio and could cause a change in the circuit state. SEUs occur when a particle passes through a sensitive node of a storage element, such as a flip-flop, causing changes in the stored content [5] . SEUs are especially harmful in frequency synthesizers. As shown in Figure 1 , they are based on frequency dividers and a change in the state of one of the flip-flops results in a count error, changing the output frequency [6] . In [5] [6] [7] [8] , the effects of space radiation on a phase-locked loop (PLL) and frequency synthesizer were studied, but no RHBD techniques were presented. In [9] , a comparison of the effect of radiation on an LC oscillator and a ring oscillator within a PLL was done. It was observed that LC oscillators are more vulnerable than ring oscillators, but no RHBD technique was implemented.
Zhang et al. [10] proposed a RHBD technique to enhance the radiation tolerance of an LC tank oscillator. This technique consists of adding a coupled capacitor to accelerate the current pulse discharge in the bias transistor. In addition, two AC coupled capacitors are added between the varactors and the LC tank to block the voltage distortion.
In [11] , a set-hardened-by-design charge pump (SET-HBD-CP) to improve SET tolerance of the CP in a PLL was proposed. The SET-HBD-CP approach consists of a basic CP, a reference circuit and a radiation-hardened circuit. When an impact occurs, the radiation-hardened circuit will work and provide the compensation current so as to improve the additional charge of the struck node. Improved results for the recovery time, phase shift and disturbance in the PLL were obtained. For example, when a particle impacts with a linear energy transfer (LET) of 1 pC/µm on the output node of the charge pump, the maximum recovery time, voltage perturbation and phase shift improvement are 72%, 93.7% and 91.8%, respectively.
In [12] , an SEU tolerant frequency divider was proposed. This RHBD approach detects the SEU-induced errors via counting the number of rising clock edges and corrects the errors via resetting the faulty frequency divider to a proper state.
In [13] , several RHBD techniques for a low-jitter PLL in 130 nm partially depleted-silicon-on -insulator (PD-SOI) process were presented. For the CP, a stacked RHBD technique based on low mismatch current was implemented. The RHBD voltage controlled oscillator (VCO) technique was based on a current compensation scheme and a triple modular redundancy (TMR) technique. In addition, the TMR technique was also implemented in the programmable frequency divider (Programmable-FD) to make the circuit robust to radiation.
In this paper, a thorough study of SETs and SEUs effects in a frequency synthesizer is presented. Section 2 describes the design and operation of the frequency synthesizer that will serve as the basis for our study and, in Section 3, the radiation analysis is performed. On the basis of this study, Section 4 describes the RHBD techniques that are implemented to increase the robustness of the most vulnerable circuits. Finally, some conclusions are drawn in Section 5.
Architecture of the Frequency Synthesizer
The frequency synthesizer was designed to fulfill the specifications of the IEEE 802.15.4 standard when a zero-IF receiver architecture is used. In this case, a frequency range from 2405 MHz to 2480 MHz has to be covered with a channel spacing of 5 MHz and the phase noise has to be −102 dBc/Hz @ 3.5 MHz [14] .
Phase-Frequency Detector (PFD) and Charge Pump (CP)
A conventional PFD was designed. This circuit employs a sequential logic and responds to the rising edges of the two inputs [15] . Typically, the PFD outputs are connected to a CP that consists of two switched current sources that charge or discharge the loop filter according to two logical signal inputs [16] .
Low Pass Filter (LPF)
The loop filter is a passive three-pole filter. This comprises a second order filter section and a RC section, providing an extra pole to assist the attenuation of the side-bands at multiples of the comparison frequency that may appear [17] .
Voltage Controlled Oscillator (VCO)
The VCO was implemented as an LC oscillator in CMOS configuration where all the tank components are integrated on-chip. This architecture provides higher transconductance for a given bias current, which results in faster switching and low sensitivity to ion impacts [18] . Figure 2a shows the schematic of the VCO. The core is composed by the cross-coupled pair transistors (M1-M4) to obtain the negative resistance and the LC tank. To control the oscillation frequency of the VCO, a voltage (VTune) is applied to the MOS varactors (C1 and C2). The output signals are CLK and CLKbar and the current source (IRef) and the transistors M5 and M6 are used to bias the oscillator. 
Frequency Divider by Two (FD2)
The VCO output is connected to the FD2 in order to generate the in-phase (I) and quadrature (Q) signals necessary for the O-QPSK modulation [14] . The CML (current-mode logic) configuration is chosen to obtain the I-Q signals. Figure 2b shows the schematic of the FD2 with the CML structure, which consists of two D flip-flops in master-slave configuration. It is composed by a sampling stage (M7, M8, M15 and M16), and a hold stage (M10, M11, M18 and M19) whose objective is to maintain the voltage at the output node. The current source (IRef); the transistors M13, M14 and M21; and the pull-up resistances are used to bias the circuit. The control signals, CLK and CLKbar, come from the VCO output.
The differential output signals are in-phase signals (INPHASE and INPHASEN) and quadrature signals (QUADRATURE and QUADRATUREN).
Mixer Buffer (MB) and CML to CMOS Converter (CML2CMOS Converter)
The MB for the in-phase signal is shown in Figure 2c . The same schematic is used for the quadrature signal. The MB has a differential input stage and a source follower output stage.
To drive the Programmable-FD, a CML2CMOS converter in a D2SE (Differential to Single-Ended) configuration is used [19] . The schematic of this circuit is shown in Figure 2d . The control signals of the differential stages are in-phase signals (INPHASE and INPHASEN). The quadrature signals (QUADRATURE and QUADRATUREN) are added to avoid overloading the output. The current source IRef and transistors M36 and M37 are used to bias the circuit. At the output, an inverter stage formed by M38 and M39 is used to obtain a digital signal to drive the Programmable-FD. Figure 3 shows a block diagram of the Programmable-FD. It is a conventional dual-modulus frequency divider composed by a dual modulus prescaler (P/P + 1), and two programmable counters (Np and A). The prescaler divides by 2/3 the output of the CML2CMOS converter, and Np and A divide by 256 and 8, respectively. 
Programmable Frequency Divider (Programmable-FD)

SET and SEU Analysis in the Frequency Synthesizer
Impacts Modeling
In CMOS devices, the most affected areas by an ion impact are the reverse bias junctions. This corresponds to the n-p and p-n junctions between the drain and substrate in NMOS and PMOS transistors, respectively [4] . The effect of an ion impact can be modeled by a current pulse connected to the drain of the transistor. This current pulse is generally described as a double exponential with the following expression [20, 21] :
where Q is the collected charge, while t f and t r are the fall and rise times, respectively. Typically, t f and t r are of the order of hundreds of picoseconds and tens of picoseconds, respectively [22, 23] , and Q goes from several hundreds of fC to about 1200 fC. Table 1 shows the values used in this study, which are the expected numbers for a 180 nm CMOS process [22] . The LET is defined as the energy that loses the particle until it reaches rest. It can be calculated by the following expression:
where e is the electron charge, ρ Si is the silicon density, d is the sensitive depth of the charge collection and the constant 3.6 corresponds to the energy required in eV to create an electron-hole pair in silicon [20, 22] . Figure 4 shows the time domain waveforms of the current pulses. An impact of a charged particle in the n-p and p-n junctions between the drain and substrate in NMOS and PMOS transistors generates electron-hole pairs, which results in a current peak. This current slowly decays as these extra electron-hole pairs recombine. Therefore, the width of the pulse is strictly related with the number of electron-hole pairs generated and how fast they recombine [24] . 
SET and SEU Analysis
To perform the analysis of the radiation effects on every transistor of the frequency synthesizer, a current pulse was connected to its drain resulting in an amplitude variation and a phase shift of the output signal. Figure 5 compares the output signal for the cases when there is an impact (red) and when there is no impact (blue). The recovery time is defined as the time it takes the signal amplitude to return to its value without impact with an error of less than 5%. This was done for all transistors of the synthesizer. It is important to note that, since the width of the pulses covered several periods of a 5 GHz signal, there was no appreciable difference between impacting at the peaks or at the zero crossings of the signals [25] . Low frequency circuits such as the PFD, the CP and the LPF were practically unaffected by the current pulses since their operating frequency is 2.5 MHz. This means that the period of the signal was 0.4 µs, which was at least one order of magnitude bigger than the pulse widths considered in this study (in the order of a few nanoseconds). For the same reason, high frequency circuits such as the VCO, the FD2, the MB, the CML2CMOS converter and the Programmable-FD were more affected. Figure 2 shows the schematics of those circuits with the current pulses, represented as rays, connected to the drain of the transistors. Figure 6 shows the phase shift of one of the frequency synthesizer outputs (INP) due to impacts on the transistors of the VCO, the CML2CMOS converter, the FD2 and the MB. The other frequency synthesizer outputs had a similar behavior. As shown in Figure 6 , there were circuits that were very vulnerable to impacts and others that were practically invulnerable. For example, impacts on the MB were not affected since the phase changes were practically negligible (see Figure 6a) . However, other circuits such as the VCO and the CML2CMOS converter were more affected by the impacts. In the case of the VCO, the current mirror transistor M5 was the most sensitive component since at high energy a high phase shift was produced [25] . This can be seen in Figure 6b . Figure 6c shows that, in the CML2CMOS converter, the most vulnerable transistor was M35 since at certain LET values the phase shift was also large. It should be taken into account that a 180 • phase shift is equivalent to a SEU that can be propagated to other circuits. The FD2 was extremely sensitive to impacts. Figure 6d shows that an ion impact on any transistor produced a 180 • phase shift for different LET values. As stated above, this produced a SEU at the divider output that can be propagated to other parts of the circuit, causing an incorrect output. Figure 7 shows the output of the Programmable-FD when impacts were applied each nanosecond in the prescaler. As seen in the figure, amplitude variations were observed at the output of this circuit but no changes in the state of the divider was observed. 
RHBD Design
In this section, the most sensitive circuits are redesigned using RHBD techniques.
VCO
The simulation results shown in Section 3 indicate that the VCO was considerably more sensitive to strikes at the biasing network of the circuit (transistors M5 and M6) [26] . Therefore, the RHBD technique proposed in this paper is focused on this node. This mitigation technique should improve the SET performance of the VCO without affecting its RF performance.
Resistor-capacitor (RC) filtering was implemented to achieve a RHBD VCO. Figure 8a shows the schematic of the redesigned VCO. Two resistors, R1 and R2 (both with a value of 4.7 kΩ), and the capacitor Cg (1 pF) were added to increase the time constant (τ = RC) on the gates of transistors M5 and M6, resulting in a much lower output voltage deviation due to the SET. A drawback of this technique is that the phase noise of the oscillator no longer met the standard specification (−102 dBc/Hz @3.5 MHz) due to the thermal noise of resistors R1 and R2. To improve the phase noise, a common technique used is to increase the amplitude of oscillation [27] . To do this, a capacitive divider consisting of four capacitors and two resistors were added to the N and P cross-coupled pair transistors. This divider reduced the voltage in the drains of M1-M4, thus increasing the maximum output swing at the drains of these transistors. Figure 9 shows the phase noise of the VCO before and after RHBD design. As seen in the figure, the VCO met the specifications of the standard with a phase noise that was even better than the original design. 
FD2
Two RHBD circuit-redundancy techniques were employed in the FD2: Dual interlocked storage cell (DICE) [28] and gated feedback cell (GFC) [29] . In both techniques, the layout should be carefully implemented and the critical nodes should be spatially separated.
The FD2 schematic shown in Figure 2b is based on a standard master-slave D-flip-flop and suffers from an increased vulnerability to SEU due to cross-coupling at the transistor-level required for the storage cell functionality. Local redundancy mitigates its SEU sensitivity with only a moderate increase in power consumption and circuit complexity. Figure 8b shows the schematic of the master stage of the D-flip flop with local redundancy. The gate and the drain of the transistors in the storage cell are not connected to the same differential pair in the pass cell, thus achieving effective decoupling of the gate and drain terminals of the transistors in the storage cell and, as a consequence, reducing its SEU sensitivity. This technique is commonly referred as dual interlocked storage cell.
The other technique, called gated feedback cell, is also shown in Figure 8b applied to a single latch of the divider by two. The latch outputs are connected to a pair of OR gates that hold the circuit stable when an impact occurs, since the output of a two-input OR gate changes state only when both inputs change their state from high to low or from low to high [29] . The OR operation comprises a pair of source followers (M22-M25) that helps to transmit the correct logic value to the storage cell inputs even when one of the OR gate inputs is in error due to an ion strike. Resistances R15 and R16, each of 55 kΩ, were also included.
The OR-gate-based feedback to the storage cell inputs, in addition to local redundancy, is expected to offer a high SEU immunity. However, the technique of increasing the time constant in the bias circuits was also used. Resistors R11-R14 (each of 4.7 kΩ) and capacitors Cg1 and Cg2 (1 pF each) were added to increase the time constant (τ = RC) in the gate terminal of transistors M13, M14 and M21, which are part of the bias circuit network.
As shown in Figure 11 , the SEU effect produced in the FD2 was mitigated with an improvement of 74.52%. Figure 12 shows the recovery time before and after using the RHBD techniques. As seen in the figure, an improvement of 32.05% for the recovery time was achieved. 
CML2CMOS Converter and MB
Similar to the previous circuits, the most sensitive nodes of the CML2CMOS converter and the MB were those of the biasing networks. The same RHBD technique based on increasing the time constant was used. The resistances and capacitors included had the same values as for the VCO and the FD2, 4.7 kΩ and 1 pF, respectively. Figure 8c,d shows the RHBD schematics. Figure 13a shows that the phase shift of the CML2CMOS converter was almost zero for all transistors, disappearing the SEU in this circuit. Figure 13b shows a comparison of the recovery time before and after the RHBD design. As seen in the figure, after applying the RHBD technique, the recovery time was reduced by 3 ns, obtaining an overall improvement of 78.83%.
As mentioned in Section 3, impacts in the MB did not produce 180 • phase shifts at the output. As shown in Figure 14a , the results are very similar before (see Figure 6a ) and after RHBD design. Figure 14b shows the recovery time of the INP output before and after RHBD design. The recovery time was almost zero, thus an overall improvement of 77.9% was obtained for this circuit. 
Conclusions
This paper presents a comprehensive study of the effects of SETs and SEUs on a frequency synthesizer for the IEEE 802.15.4 standard. The blocks that work at low frequencies, such as the PFD, the CP and the LPF, are not affected by ion impacts. However, high frequency circuits such as the Programmable-FD, the VCO, the FD2, the CML2CMOS converter and the MB are more vulnerable. In the Programmable-FD, amplitude variations of the output signal occur, but there is no change in the state of the divider, thus no RHBD techniques were applied. This is not the case in the rest of the high frequency circuits, thus RHBD techniques were implemented on them. The VCO's radiation tolerance was improved using resistor-capacitor (RC) filtering and a capacitive divider was introduced to improve the degraded phase noise. The combination of both techniques resulted in a substantial improvement on the VCO performance, reducing by approximately 50% the output phase displacement and by 81% the recovery time. RC filtering of the bias circuits was also used in the FD2, the CML2CMOS converter and the MB. In addition, local circuit-redundancy hardening techniques were employed in the flip flops of the FD2. The proposed modifications make the frequency synthesizer more robust against radiation: SEU effects were fully mitigated and the SETs were reduced considerably. Furthermore, the power consumption of the PLL was increased from 18.5 mW to 21.2 mW due to the local circuit-redundancy technique.
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